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Preface

In this section:

Who Should Read ThisS GUIAE .........cuuiiiiiieiiieeee e 6
Typographical CONVENLIONS ........cciveiiiiiiis e e e 6
FEEADACK ... .o e 7

Who Should Read This Guide

This guide is intended for single domain owners, who were provided with access to Plesk
control panel as part of their shared or dedicated hosting package.

Typographical Conventions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting Type of Infonation Example
convention
Special Bold Items you must select, Go to the Systemtab.
such as menu options,
command buttons, or items
in a list.
Titles of chapters, sections, Read the Basic
and subsections. Administratiorchapter.
Italics Used to emphasize the The system supports the
importance of a point, to so called wildcard
introduce a term or to character search.
designate a command line
placeholder, which is to be
replaced with a real name
or value.
Monospace The names of commands, The license file is located

files, and directories.

in the
http://docs/common

/licenses  directory.



http://docs/common/licenses
http://docs/common/licenses
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Preformatted On-screen computer output #Is ialffi les
in your command-line total 14470
sessions; source code in
XML, C++, or other
programming languages.

Preformatted #cd
What you type, contrasted

Bold with on-screen computer /root/rpms/php
output.

CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.

KEY+KEY Key combinations for which CTRL+P, ALT+F4

the user must press and
hold down one key and
then press another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the guide® title,
chapter and section titles, and the fragment of text in which you have found an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 1

Getting Started

In this chapter:

(oo [ [T o TN T R (o TN =d (=T SRR 8
Becoming Familiar with Plesk®& INterface ..........ccooovvvvviiiiii e, 9
Changing Your Contact Information and Password .............ccccvvvvevvviiiinieeenneennnns 13

Logging In to Plesk

(631

To log in to your Plesk control panel:

Open your web browser, and in the address bar type the URL where
your Plesk control panel is located (for example,
https://your.domain.com:8443).

Press ENTER.
Plesk login screen will open.

Type the login name and password your provider gave you into the
Loginand Passwordooxes, respectively.

Your login name would be your domain name.

If you log in for the first time, select the language for your control
panel from the Interface languaggrop-down box.

If you had previously specified the interface language and saved it in your interface
preferences, leave the User defaultalue selected.

Click Login


https://your.domain.com:8443/
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Becoming Familiar with Plésknterface

When you log in to control panel, it can open in either a standard viewa simplified
desktop viewor a combination of both. The standard view is a customary view of the
control panel divided into two main areas: navigation pane on the left and the main

screen where operations are performed on the right.
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If your hosting plan includes the Web site creation and management service using
Sitebuilder, the following shortcuts are also shown in your control panel& navigation
pane:

A Desktop This provides shortcuts to the task-oriented wizards. Here you can perform
any operations on your account and Web site through the Sitebuilder system. For
more information, see
http://downloadl.parallels.com/SiteBuilder/4.0.0/doc/site_owner/en US/html/using
desktop interface.htm.

A Sites Here you can add and manage sites. For more information, see
http://downloadl.parallels.com/SiteBuilder/4.0.0/doc/site_owner/en US/html/manag

ing_sites.htm.

Also, on your Home page, the Sitebuilder Wizaroutton is shown. You should use it for
accessing the Sitebuilder Web site creation and management wizard. For more
information, refer to the section Creating and Publishing Web Sites Using Sitebuilder
(on page 28).

In this section:

[temsS iN the StANAArd VIEBW.......couniiiiii e e 11
[temMS iN the DESKIOP VIBW ... i it 11


http://download1.parallels.com/SiteBuilder/4.0.0/doc/site_owner/en_US/html/using_desktop_interface.htm
http://download1.parallels.com/SiteBuilder/4.0.0/doc/site_owner/en_US/html/using_desktop_interface.htm
http://download1.parallels.com/SiteBuilder/4.0.0/doc/site_owner/en_US/html/managing_sites.htm
http://download1.parallels.com/SiteBuilder/4.0.0/doc/site_owner/en_US/html/managing_sites.htm
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ltems In the Standard View

The navigation pane is located on the left. It gives you access to sets of administrative

functions:
A Home Web site and e-mail administration tools. You will spend most of the time in
this area.
A Sessions Management of your mail usersoé session

connections to your host. For more information on managing sessions, refer to
chapter Monitoring Connections to Control Panel and FTP Services (on page 103).

A Global AccouniThis shortcut appears in your Plesk Control Panel when the single
sign-on capabilities are switched on the hosting server. Single sign-on technology
allows you to log in to different Parallels products using a single global login name
and password. This shortcut is used for changing the global login settings.

A Global AccounfThis shortcut appears in your Plesk Control Panel when the single
sign-on capabilities are switched on the hosting server. Single sign-on technology
allows you to log in to different Parallels products using a single global login name
and password. This shortcut is used for changing the global login settings.

A Log OutWhen finished working with control panel, click this icon to end your
session.

A HelpDesk Use it to report your problems to ser.\v
technical support. For more information on this feature, refer to chapter Using Help
Desk for Requesting Assistance From Service Provider (on page 106).

A Help Provides context sensitive help.

Below the Helpicon, there is a context help tip area. It provides a brief description of the
current screen or available operations. When you place the mouse pointer over a
system element or status icon, it displays additional information.

To navigate through Plesk, you can also use a path bar: a chain of links that appears in
the right part of the screen, below the banner area. To return to a previous screen, click

L Up Leveln the upper-right corner of the screen.

To find items in lengthy lists, use search boxes located above every list of items: type a
search criterion into the input box, and click Search A list will show the items matching
the search criteria. To return back to viewing all items, click Show All'You can hide the
search area by clicking Hide Searchlo show the hidden search area, click Show Search

To sort a list by a certain parameter in ascending or descending order, click on the
parameter® title in the column heading. The order of sorting will be indicated by a small
triangle displayed next to the parameter title.

To customize your control panel in the Standard view, refer to the Customizing Your
Control Panel in the Standard View (on page 18) section.

Items in the Desktop View

The desktop view originally shows three sections:
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A Tools This group shows shortcuts to the operations that you can perform through
the control panel. You can freely add and remove these shortcuts.

A Statistics This shows the number of e-mail accounts you have under your domain,
disk space and montly bandwidth usage, and number of served subdomains (parts
of your main site or separate sites under your parent domain).

A Favorites This group shows three types of shortcuts sorted by type and placed on
the respective tabs. The Mailnamesab shows shortcuts to the favorite e-mail
accounts. The Shortcutstab shows all other types of shortcuts that do not relate to
e-mail user accounts. The Recentab shows last ten control panel screens you have
been on. The Favoriteggroup also provides search tool for finding e-mail accounts.
To use the search tool, type the search criteria (this can be any combination of
symbols, search is case insensitive) and click »~ Search

To customize your control panel in the Desktop view, refer to the Customizing Your
Control Panel in the Desktop View (on page 20) section.

In this section:

USING WIZAIAS ... ..ot e e e e e et e e e e e e e e eaaees 13
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Using Wizals

When you work with Plesk in the Desktop view, you accomplish the tasks you need
through wizards. Each wizard is a series of consecutive screens. To accomplish a task
using a wizard, follow the instructions displayed on the wizard screens. For information
on individual options, refer to the respective sections of this guide.

Changing Your Contact Information and
Password

If you need to update your contact information, or change password:
Click Domain Administratan the Domaingroup.

2 Update your information as required, or type a new password, and
click OK

If you forgot your password:

I n your web browserdés address bar, type
control panel is located. For example, https://your.domain.com:8443.

2 Press ENTER.
Plesk login screen will open.
3 Click the Forgot your passwordik.

4 Type your domain name into the Loginbox, and type your e-mail
address registered in the system into the E-mailbox.

5 Click OK
Your password will be sent to your e-mail address.



https://your.domain.com:8443/

CHAPTER 2

Customizing Your Control Panel

In this chapter:

Setting Up GIobal ACCOUNL .......ovviiiiii e e e e aaaees
Customizing Your Control Panel in the Standard View .............cccccceeeeeiiieenninnn,
Customizing Your Control Panel in the Desktop VIEW ..............eeevviiiiiiiiiiiiinnnnnns
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Setting Up Global Account

Global Account is a single sign-on (SSO) technology feature that allows you to log in to
different Parallels products using a single global login and password. If you have
several accounts in Plesk Control Panel, you can connect them all to a global account
and switch between these accounts without entering a password every time. You can
also connect all your accounts in other Parallels products to your global account and
switch between them without providing credentials.

U To switch on support for single sigm for your server, do the following:
In Plesk Control Panel for Linux/Unix

1 Find out the IP address of the SSO server that you will be using. It
can be provided by your hosting company, or you can set up the SSO
server on any machine that is accessible over the Internet, including
your Plesk Control Panel server. For installation instructions, refer to
the Plesk Control Panel Installation Guide.

2 Register your server with the single sign-on server: issue the
command <plesk_installation_directory>/admin/sbin/sso
- server  https://idp - master.exam ple.com:11443

3 Switch on single sign-on: issue the command
<plesk_installation_directory>/admin/sbhin/sso - e.

In Plesk Control Panel for Windows

Find out the IP address of the SSO server that you will be using. It
can be provided by your hosting company, or you can set up the SSO
server on any machine that is accessible over the Internet, including
your Plesk Control Panel server. For installation instructions, refer to
the Plesk Control Panel Installation Guide.

2 Register your server with the single sign-on server: issue the
command <plesk_installation_directory>\sso.exe -server https://idp-
master.example.com:11443.

3 Switch on single sign-on: issue the command
<plesk_installation_directory>\sso.exe -e.

Inthis section:

Creating A GIlobal ACCOUNL .........iiiiiiii e e 16
Connecting Local Accounts To Your Global Account.............cccovvviiiiiiiieeeeiennns 16
Switching BetWEen ACCOUNTS .......uiiiii e e e e e e e e eeeeees 17
Changing Global Account Password ..............ooiiiioiiiiiiiii e 17

Disconnecting Local Accounts From Global Account..............ccooovviiiiiiieeeeecennnn, 18


https://idp-master.example.com:11443/
https://idp-master.example.com:11443/
https://idp-master.example.com:11443/
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Creating A Global Account

After you create a global account and connect local accounts to it, you will be able to
choose from any account connected to your global account when logging in under your
global account.

i

To create a global account:
Log in to Plesk, go to Global Accounand click Connect To Global
Acoount

Select Create new global accowand provide the login and password for
your global account.

Click OK

Your global account is active now, so you can proceed with connecting other
accounts to it. Refer to Connecting Local Accounts to Your Global Account (on
page 16) section for more information.

Connecting Local Accounts To Your Global Account

w N -

To connect a local Plesk account to your global account:
Log in to Plesk under the local account you want to connect.
Go to Global Accounand click Connect To Global Account

Make sure that Use existing global accowttion is selected and provide
the login and password for the global account you want to connect to.

Click OK
Repeat steps 1-4 for other local accounts as necessary.

To connetan account in another product with SSO support to your global account:

Log in to software product with SSO support under the account you
want to connect.

Follow the instructions on connecting to a global account in respective
software product documentation. Make sure that you provide the
credentials for the existing global account when you are asked to.

Repeat steps 1-2 for other accounts or products as necessary.

Note. Different software products may use different names for the Global Account
feature, such as Federated Identity or Global Login. Refer to respective software
product documentation for more information.

After you have connected all required accounts to your global account, you can log in
under your global account all the time in any product where you have a local account
connected to your global account. You will be shown the list of local accounts
connected to your global account every time you log in under it, so you can choose
which account you would like to use now. You can switch to another account any time
you want. Refer to Switching Between Accounts (on page 17) section for more
information.
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Switching Between Accounts

To switch to another account:
Click Switch Usein the upper right corner.
2 Select the account you want to switch to:

A Choose the required local account from the list of accounts connected to your
global account

or

A Select Specify credentials for another accaamd provide login and password for a
local account not connected to your global account or to another global account.
You can also specify the language for your control panel from the Interface
languagemenu. If you had previously specified the interface language for that
account and saved it in its interface preferences, leave the Defaultvalue
selected.

3 Click OK

Changing Global Account Password

To change password of your global account:

Log in to Plesk under your global account or any local account
connected to it.

2 Go to Global Accounand click Change Password
3 Enter your old and new passwords, and click OK
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Disconnecting Local Accounts From Global Account

To disconnect a local account from your global account:

Log in to Plesk under the local account you want to disconnect.
Go to Global Accounand click Disconnect From Global Accaunt
Confirm the disconnection and click OK

w N -

Repeat steps 1-3 for other local accounts as necessary.

Customizing Your Control Panel in the
Standard View

In this section:

Setting Interface Language and Skin for Your Control Panel............................ 18
Adding a Hyperlink Button to Your Control Panel ............cccccceeeiiiiieiiiiiiiiien e, 19
Removing a Hyperlink Button from Your Control Panel ............ccccccccceeiiiieenennns 19

Setting Interface Language and Skixdar Control
Panel

To select an interface language and theme (skin) for your control panel:
On your Home page, click Domain Administratan the Domaingroup.

2 In the Preferencegroup, select the desired interface language and skin
from the respective drop-down boxes.

Pl eskds interface has been translated to
do not see your own language in the list, ask your provider to install the respective
language pack. You can also change your contact information here. For instructions

on how to change your contact information, refer to the Changing Your Contact
Information (on page 13) section.

3 Click OK

a
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Adding a Hyperlink Button to Your Control Panel

U To add a custom hyperlink button to your Pleskalgranel:
1 On your Home page go to Custom Buttonsnd click Add New Buttan
2 Specify properties of the button:

A Type the text that will show on your button in the Button labefield.

A Choose the location for your button. To place it in the right frame of your Home
page, select the Domain Administration pagalue as the location. To place it in
the left frame (navigation pane) of your control panel, select the Navigation pane
value.

A Specify the priority of the button. Plesk will arrange your custom buttons on the
control panel in accordance with the priority you define: the lower the number 1
the higher is priority. Buttons are placed in the left-to-right order.

A To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame.

A Type the hyperlink of your choice to be attached to the button into the URL field

A Using the checkboxes, specify whether to include the data, such as domain id
and domain name to be transferred within the URL. These data can be used for
processing by external web applications.

A In the Context help tip coentsinput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.

A Select the Open URL in the Control Partetckbox if you wish the destination URL
to be opened in the control panel® right frame, otherwise leave this checkbox
unchecked to open the URL in a separate browser window.

A If you wish to make this button visible to the mailbox users with access to control
panel, select the Visible to all sutbginscheckbox.

3 Click OKto complete creation.

Removing &lyperlink Button from Your Control Panel

U To remove a hyperlink button from your Plesk control panel:
Click Custom Buttonsn the Toolsgroup.

2 Select a check box corresponding to the button that you wish to
remove.

3 Click % Remove Selecte€onfirm the removal and click OK
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Customizing Your Control Panel in the
Desktop View

A W N P C

To add or remove items from thekdes:

Go to Desktop> ' Customize Desktop

In the Toolsgroup, specify what tasks you would like to accomplish
through the control panel. The appropriate shortcuts will be placed to
the desktop. The Selected tasklist shows the tasks for which shortcuts
are already placed on the desktop. The Available taskéist shows the
tasks for which you do not yet have shortcuts on your desktop.

A To add a shortcut to the desktop, select the required tasks in the Available tasks
list and click Add >>

A To remove a shortcut from the desktop, select the task that you do not need in
the Selected taskBst and click << Remove

To show your custom buttons on the desktop, select the Custom buttons
check box.

To show the shortcut for creating new custom hyperlink buttons at the
bottom of the desktop, select the Create a new domain custom buttback
box.

Specify whether to show the Statisticsand Favoriteggroups and what
items to show there. Clearing check boxes will remove the respective
items from the desktop. The Favoritesgroup shows the links to items or
control panel screens that you added to desktop by navigating to the
respective control panel screens and clicking #/ Create shortcudr “f Add
to favorites

Click OK

To add a mail account to thavoritegroup of the desktop:

Go to Mail> e-mail address and click “f Add to favoritesn the upper
right corner of the screen.

Specify the desktop shortcut label and the description.
Click OK

To add items to tHeavoritegroup of the desktop:

Navigate to the control panel screen you need.

Click &) Create Shortctin the upper right corner of the screen.
Specify the desktop shortcut label and the description.

Click OK
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To remove items from tRavoritegroup of the desktop:
On the desktop, click the shortcut that you wish to remove.
Click # Edit Favoritesn the upper right corner of the screen.
Click Remove

OR

On the desktop, click the # icon corresponding to the shortcut that
you wish to remove.

Click Remove



CHAPTER 3

Reviewing Your Hosting Package

To review or select the hosting features available for your account (if your provider
delegated the permission to manage the hosting options for your account):

1 Click the Setupon your Home page.
2 View or change your hosting options:

A IP AddressYour domain can be hosted on either exclusive IP address or shared
IP address. Choose an address from your service provider® IP addresses pool.

A Certificate Shows the SSL certificate used by your site.

A SSL supportSecure Sockets Layer encryption is generally used for protecting
transfer of sensitive data during online transactions on e-commerce Web sites
that run on dedicated IP addresses. SSL certificates that participate in the
encryption process are usually applied to a single domain name on a single IP
address, therefore, each site that needs SSL protection must be hosted on a
dedicated IP address. An exception to this is subdomains, which you can
protect with a wildcard certificate. Installing an SSL certificate on a Web server
that hosts several web sites with different domain names on a single IP address
(shared or name-based hosting) is technically possible, however, it is not
recommended: the encryption will be provided, but users will get warning
messages on attempt to connect to the secure site. To allow SSL encryption for
Web sites, select the SSL supportheck box.

A Use a single directory for housing SSL anéS®incontentBy default, when users
publish their sites through their FTP accounts, they need to upload the web
content that should be accessible via secure connections to the httpsdocs
directory, and the content that should be accessible via plain HTTP, to the
httpdocs  directory. For the convenience of publishing all content through a
single location i httpdocs  directory, select the Use a single directory for housing
SSL and nof$SL contentheck box.

A FTP logirand FTP passwordSpecify the user name and password that will be
used for publishing the site to the server through FTP. Retype the password into
the Canfirm Passwordox.

A Hard disk quotsSpecify the amount of disk space in megabytes allocated to the
web space for this site. This is the so-called hard quota that will not allow writing
more files to the web space when the limit is reached. At attempt to write files,
users will get the fOut of disk spaceoerror. Hard quotas should be enabled in
the server® operating system, so if you see the fHard disk quota is not
supportedonotice to the right of the Hard disk quotéeld, but would like to use the
hard quotas, contact your provider or the server administrator and ask to enable
the hard quotas.

A Shell access to server with FTP &seredentialsThis allows you to upload securely
web content to the server through a Secure Socket Shell connection, however,
allowing shell access also poses a potential threat to the server security, so we
recommend that you do not allow shell access. Leave the Forbidderoption
selected.
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A

FrontPage supporlicrosoft FrontPage is a popular web site authoring tool. To
enable users to publish and modify their sites through Microsoft FrontPage,
select the FrontPage suppoaind FrontPage over SSL suppadhneck boxes, set the
FrontPage authoriraption to allowed and specify the FrontPage Administrat®iogin
and password.

Supportor programming and scripting languages supported by your hosting
environmentSpecify which of the following programming and scripting
languages should be interpreted, executed or otherwise processed by the web
server: Active Server Pages (ASP), Server Side Includes (SSI), PHP hypertext
preprocessor (PHP), Common Gateway Interface (CGl), Fast Common
Gateway Interface (FastCGl), Perl, Python, ColdFusion and Miva scripting
required for running Miva e-commerce solutions.

Web statisticsTo allow you to view the information on the number of people
visited your site and the pages of the site they viewed, select the required
program from Web statisticsnenu (AW Stats is recommended) and select the
accessible via password protected directory /glegkcheck box. This will install the
statistics program, which will generate reports and place them into the password
protected directory. You will then be able to access Web statistics at the URL:
https://your-domain.com/plesk-stat/webstat using your FTP account login and
password.

Note: When you switch from one statistics program to another, all reports
created by the previously used statistics program are deleted and new
reports are created in accordance with the information read from log files
kept on the server. This means that if you configured the system (at Log
Manager > Log Rotat)ao as to keep log files only for the last month, then
Web statistics will be available only for the last month.

Customerror documentd/Nhen visitors coming to your site request pages that the
web server cannot find, the web server generates and displays a standard
HTML page with an error message. If you wish to create your own error pages
and use them on your web server, select the Custom error documentieck box.

3 Click OK

In this chapter:

Viewing the Permissions for Operations You Can Perform through the Control Panel

................................................................................................................. 25

To view the amounts of resources your Web site and e-mail accounts can consume:

1 Click the Limitsicon on your Home page.
2 The resource allotments are listed as follows:

A

A

Maximum number of subdomaihbe number of subdomains that can be hosted
under your domain.

Maximum number of domain aliadégse number of additional alternative domain
names that you can use for your site.


https://your-domain.com/plesk-stat/webstat
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A

Disk spaceThe total amount of disk space allocated to your hosting account.
This amount is measured in megabytes. It includes disk space occupied by all
files related to this domain/web site: web site contents, databases, applications,
mailboxes, log files and backup files. This is the so-called soft quota: when it is
exceeded, domain names and web sites are not suspended automatically, only
the appropriate notices are sent to your provider®& e-mail addresses and the
resource overage is indicated by a corresponding icon =/ shown in the control
panel to the left of your domain name. When your web site starts growing and
requires more disk space, consider upgrading your hosting plan.

Maximum amount of traffi@isplays the amount of data in megabytes that can be
transferred from your web site during a month. Once the limit is reached, the
appropriate notices are sent to your provider& e-mail addresses and the
resource overage is indicated by a corresponding icon '-=/ shown in the control
panel to the left of the domain name. When your web site starts attracting more
visitors and requires more bandwidth, consider upgrading your hosting plan.

Maximm number of web useiShows the number of personal web pages that you
can host for other users under your domain. This service is mostly used in
educational institutions that host non-commercial personal pages of their
students and staff. These pages usually have web addresses like http://your-
domain.com/~username. If the Allow the web users scriptiogeck box is selected,
execution of scripts embedded in personal web pages is allowed. See the
Hosting Personal Web Pages on Your Web Server section for details.

Maximum number of databaseplays the number of databases that can be
hosted in your domain.

Maximum number of mailbox&sows the number of mailboxes that can be hosted
in your domain.

Mailbox quta. Displays the amount of disk space in kilobytes that is allocated for
storing e-mail messages and autoresponder attachment files to each mailbox in
your domain.

Maximum number of mail forward&isows the number of mail forwarders that can
be used in your domain.

Maximum number of mail autorespondeisplays the number of automatic
responses that can be set up in your domain.

Maximum number of mailing lisshiows the number of mailing lists that you can
run in a domain. The mailing lists are served by the GNU Mailman software,
which may or may not be installed on the server. If it is not installed and you
would like to use it, ask your service provider to install it.

Maximum number of Java applicati@isplays the maximum number of Java
applications or applets that you can install in a domain.

Validity periodShows the term for a hosting account. At the end of the term, your
domain/web site will be suspended, its Web, FTP and mail services will no
longer be accessible to the Internet users, and you will not be able to log in to
the control panel.

3 Click OK
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Viewing the Permissions for Operations
You Can Perform through the Control

Panel

To view the permissions for operations you can perform through your control panel:

1 Click the Domain Administtar icon on your Home page.
2 The permissions are listed in the Permissiongroup:

A

Physical hosting managemefihows whether you can fully control hosting
account for your web site. If it says Ng then you can only change FTP password
for accessing your web space.

FTP password managemesitows whether you are allowed to change your
credentials for access to web space through FTP.

Management of shell access to the seBlewws whether you can access the server
shell.

Hard disk quota assignmeB8hows whether you can set up the hard quota on disk
space allocated to your site.

Subdomains manageme8hows whether you can set up, modify and remove
subdomains in your domain.

Domain aliases managemesitows whether you can set up additional alternative
domain names for your web site.

Log rotation manageme®hows whether you can adjust the cleanup and
recycling of processed log files for your site.

Anonymous FTP manageméitows whether you can have an FTP directory
where all users could download and upload files without the need to enter login
and password. A web site should reside on a dedicated IP address in order to
use anonymous FTP service.

Task schedulingshows whether you can schedule tasks in the system.
Scheduled tasks can be used for running scripts or utilities on schedule.

DNS zone managemeBhows whether you can manage the DNS zone of your
domain.

Java applications managemesihows whether you can install Java applications
and applets on your web site through the control panel.

Mailing lists maagementShows whether you can use mailing lists provided by the
GNU Mailman software.

Spam filter manageme®hows whether you can use spam filter provided by the
SpamAssassin software.

Antivirus managemerghows whether you can use server-side antivirus
protection for filtering incoming and outgoing mail.
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A Backup and restore functior8hows whether you can use the control panel&
facilities to backup and restore your site. Scheduled and on-demand backups
are supported.

A User interfaceShows what type of Plesk control panel interface you can use -
standard, desktop, or both.

A Desktop managemet®hows whether you can customize and manage your
desktop interface.

A Ability to select a database sen@mows whether you can select a database server
of each type for creating your databases, not only use the default database
server.

3 Click OK



CHAPTER 4

Setting Up And Maintaining Your Wel
Site

Once you have registered your domain name, constructed your web site, and

purchased a hosting package from your hosting service provider, you can:

A Publish your site to your web space on the
A Deploy databases and applications that your web server will be using,

A Secure data transfer with Secure Sockets Layer encryption and restrict access to
web server resources with password protection.

In this chapter:

Creating and Publishing YOUr Site..........coouiiiiiiiiii e 28
PrevieWing YOUT SIE .......coviiiiiiiiiiiiiiiieeeeeeeeeee e 35
Deploying Databases ...........cooovviiiiiiiiiiiiiiiiiiii 35
INStalling APPIICALIONS .......uuiiii e 39
Securing Online Transactions on Your Site With SSL Encryption...................... 42
Customizing DNS Zone Configuration for Your DOmain .................eeevvviviiiennnnnns 49
Customizing Web Server Error MESSAgES .....uuciieeeeiiiieiiiiieeeeeeeeeevviiiee e e e eeeeennnns 54
Serving Your Site with External Domain Name Servers ..........cccccevvveeeeeeeeeeeennnns 56
Restricting Access to Web Server®& Resources With Password Protection ....... 57
Organizing Your Site Structure With Subdomains ...........cccovviiiiiiiin s 60
Setting Up Anonymous FTP Access to the Server........cccoeeviieiiiiiiiiiiiiiie e, 63
Setting Up Additional Domain Names for a Site (Domain Aliases)..................... 64

Hosting Personal Web Pages on Your Web Server........cccooooovvviiiiiiiiiiiieeeeceenes 67
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Creating and Publishing Your Site

If your hosting plan includes the Web site creation and management service using
Sitebuilder, you can create and publish Web sites using Sitebuilder. Or you can create
your site content (Web pages, scripts and graphic files that compose your site) on your
home or office computer and then publish it to the server in any of the following ways:

A Through FTP connection (most common and easiest way)

A Through Plesk File Manager

A Through Secure Shell connection (only for users of Linux and FreeBSD operating
systems)

A Through Adobe Dreamweaver or Microsoft FrontPage software (only for users of
Microsoft Windows operating systems)

In this section:

Creating and Publishing Web Sites Using Sitebuilder.............ccccciiiiieiinnns 28
Publishing a Site Through FTP.......coooiiiiiiii 29
Publishing a Site Through Plesk File Manager ...........ccccccovviiiiiiiiiiiiiiiiiiiiiieeee, 30
Publishing a Site Through SSH Connection ..............oooiiiieiiiiiiiiiiieee e, 31
Publishing files from Microsoft FrontPage ............ccooivviiiiiiiiii e, 31
Publishing a Site From Adobe DreamwWeaVer ............oeuuuiuieiieeeeiieeiiiiaaeeeeeeeenaees 34

Creating and Publishing Web Sites Using Sitebuilder

To start creating a Web site using Sitebuilder:
On your Home page, click Sitebuilder Wizardlhe Sitebuilder wizard
opens.

2 Select the Create your siteption and click Nextat the bottom of the
screen.

For further instructions on creating or editing your site, refer to the online Sitebuilder

Wizard user® guide at
http://downloadl.parallels.com/SiteBuilder/4.0.0/doc/user/en US/html/index.htm.
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Publishing a Site Through FTP

To upload your site through FTP:

Connect to the server with an FTP client program, using FTP account
credentials your provider gave you.

Enable the passive mode if you are behind a firewall.

2 Upload files and directories that should be accessible through HTTP
protocol to the httpdocs directory, and files/directories that should
be transferred securely over SSL protocol to the httpsdocs
directory.

3 Place your CGI scripts into the cgi - bin directory.
4 Close your FTP session.

In this section:

Changing Your FTP Account CredentialS ...............uuueuieiiiiiiiiiiiiiiiiiiiiiiiiieineieennns 29

Changing Your FTP Account Credentials

To change the user name and password for accessing your FTP account:

1 On your Home page, click the Setupicon in the Hostinggroup.
2 Specify the new FTP login name and password.
3 Click OK
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Publishing a Site Through Plesk File Manager

To upload files through Plesk File Manager:

1 Login to Plesk control panel into your domain administrat or 6 s
account.

2 Click the File Manageicon in the Hostinggroup.
3 Create and upload files and directories.

Place the files and directories that should be accessible via HTTP protocol to the
httpdocs  directory, and files/directories that should be transferred securely over
SSL protocol to the httpsdocs  directory. Place your CGI scripts into the cgi - bin
directory.

A To create a new directory within your current location, c2ick the J Add New
Directorybutton.

A To create new files in the required directory, click J Add New Filén the File
creationsection specify the file name, select the Use html templaiheck box, if
you want file manager to insert some basic html tags to the new file, and click
OK A page will open allowing you to enter the content or html-formatted source
of a new file. After you are done, click OK

A To upload a file from the local machine, click L) Add New Filespecify the path to
its location in the File sourcéox (or use the Browsebutton to locate the file), and
click OK

When you upload web content through File Manager or FTP, your control panel
automatically sets the appropriate access permissions for files and directories. The
permissions are represented as three sets of symbols, for example, dwx rwx rd 6 The
first set tells what the owner of the file or directory can do with it; the second tells what
the user group, the file or directory belongs to, can do with the file or directory; the third
set indicates what other users (the rest of the world, i.e. Internet users visiting a site)
can do with the file or directory. R means the permission to read the file or directory, W
means the permission to write to the file or directory, and X means the permission to
execute the file or look inside the directory.

To modify permissions for a file or directory, in the Permissionsolumn, click the

respective hyperlink representing the set of permissions. Modify the permissions as
desired and click OK

To edit the source code of a file, click # .

To edit the Web page in the built-in visual editor (available only to users of Microsoft
Internet Explorer), click -@. When editing an HTML file, Plesk opens internal
WYSIWYG editor by default. If you want to edit the source code of the HTML file, click
Html To return back to WYSIWYG mode, click Design

To view the file, click [,

To rename a file or directory, click fm]) Type in a new name and click OK



Setting Up And Maintaining Your Web Site 31

To copy or move a file or directory to another location, select the required file or
directory using the appropriate check box, and click % Copy/MoveSpecify the
destination for the file or directory to be copied or renamed to, then click Copyto copy,
or Moveto move it.

To update the file or directory creation date, click 14 Touch The time stamp will be
updated with the current local time.

To remove a file or directory, select the corresponding check box, and click X Remove
SelectedConfirm removal and click OK

Publishing a Site Through SSH Connection

If your are using a Linux or FreeBSD operating system on your local computer and

have access to secpvercommalnid, tand drectpliestd thel e s
server: scp your_file_name login@remoteserver.com:path to copy files,

and scp 1 ryour_directory_name login@remoteserver.com:path to copy

entire directories.

After publishing, you will be able to work with files and directories on your account
using SSH terminal web application integrated in your Plesk control panel (Home > SSH
Termingl

Publishing files from Microsoft FrontPage

Microsoft FrontPage deals with two kinds of Web sites: disk-based and server-based.
In short, a disk-based site is a FrontPage Web site you create on your local hard disk
and then later publish to a Web server. A server-based site is one you create and work
with directly on a Web server, without the extra step of publishing. This section
provides you with instructions on publishing only disk-based web sites.

You can publish disk-based web sites either through FTP or HTTP. If your server is
running FrontPage Server Extensions, you would publish your site to an HTTP location.
For example: http://your-domain.com/MyWebSite. If your server supports FTP, you
would publish to an FTP location. For example: ftp://ftp.your-domain.com/myFolder.

To find out which publishing method your server supports, contact your hosting
company, or your IT department.

After publishing, you can manage your site through FrontPage Server Extensions.

To access FrontPage Server Extensions management interface:

1 Loginto Plesk.

2 To manage a site, which is not protected by SSL, click FP WebadminTo
manage an SSL-enabled site, click FRSSL Webadmin

3 Type your FrontPage admidpasswardaand r 6 s
click OK

™~
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For instructions on using FrontPage server extensions, see online help (FP Webadmin
Help or visit Microsoft web site.

In this section:

Publishing Sites From Microsoft FrontPage Through FTP ..........coovvviiiiiiiiiinnnnn. 32
Publishing Sites From Microsoft FrontPage Through HTTP .......cooovviiiiiiiiiinnnnn. 33

Publishing Sites From Microsoft FrontPage Through FTP

If you are publishing from a computer at work, ask your IT department, help desk, or
network administrator if you are allowed to publish with FTP beyond a firewall. Also ask
if you need to install special software that allows you to publish beyond the firewall.

To publish files through FTP:

Open Microsoft FrontPage.

2 Open a Microsoft FrontPage Web site: open Filemenu and select the
Open Sitetem.

3 Go to Remote Web sitdew: click the Web Sit¢ab, and then the Remote
Web Sitdutton at the bottom of the window.

4 Set up your Remote Web Site Properties:

A Click the Remote Web Site Proies button in the upper-right corner of the
window.

A Select FTPas the remote Web server.

A In the Remote Web site locatibax, type your host name (e.g., ftp:/ftp.your-
domain.com)

A Inthe FTP directorpox, type your FTP directory if your hosting company
provided one. Leave it blank if they did not specify one.

A Select the Use Passive FTdheck box if your computer or network is protected by
a firewall.

5 Click OKto connect to the remote site.

The Remote Web site view will show files that you have in your local and remote
sites.

6 Click the Publish Web sitbutton in the lower-right corner of the window.
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Publishing Sites From Microsoft FrontPage Through HTTP

To publish files through HTTP on a server that suppont®&ge Server Extensions:

Open your FrontPage program.

2 Open a FrontPage Web site: open Filemenu and select the Open Site
item.

3 Go to Remote Web sitaew: click the Web Sitd¢ab, and then the Remote
Web Sitdutton at the bottom of the window.

4 Click the Remote Web Site Properti@stton in the upper-right corner of
the window.

5 On the Remote Web Sitab, under Remote Web server typdick FrontPage or
SharePoint Services.

6 In the Remote Web site locatibox, type the Internet address, including
the protocol, of the remote Web site that you want to publish folders
and files to & for example, http://www.your-domain.com & or click
Browseto locate the site.

7 Do any of the following:

A To use Secure Sockets Layer (SSL) for establishing a secure communications
channel to prevent the interception of critical information, click Encryption
connection required (SSIp use SSL connections on your Web server, the
server must be configured with a security certificate from a recognized certificate
authority. If the server does not support SSL, clear this check box. Otherwise,
you will not be able to publish folders and files to the remote Web site.

A To remove specific types of code from Web pages as they are being published,
on the Optimize HTMiab, select the options you want.

A To change the default options for publishing, on the Publishingtab, select the
options you want.

8 Click OKto connect to the remote site.
The Remote Web sitgew will show files that you have in your local and remote sites.
9 Click the Publish Web sitbutton in the lower-right corner of the window.
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Publishing a Site From Adobe Dreamweaver

Before publishing a site from Dreamweaver, you need to define the site properties, that
is, you need to tell Dreamweaver where your site files are located on your computer,
and to specify the server to which you want to publish the site.

U To define a site in Dreamweaver:

From the Sitemenu, choose New SiteThe Site Definition screen
opens.

2 Click the Advancedab.
3 In the Local Infocategory, specify the following:
A Sitename Thi s wi || show in Web browseros tit]l

A Local root foldefThis is the folder on your computer where all of your site files
are stored. For example c: \ My Site

A Default images foldeBpecify the folder wher e your siteds graphi
For example c: \ My Site \images

A HTTP addres$pecify your domain name. For example, http://your -
domain.com

4 From the Categorymenu, select the Remote Infatem.

5 From the Accessmenu, select the FTPoption. Most likely, your server
supports publishing through FTP (File Transfer Protocol, commonly
used for transferring files over the Internet).

6 Specify the following settings:

A FTP hostType your FTP host name without the ftp:// prefix. For example,
your - domain.com .

A Host directorySpecify the directory on the server where your site will reside. In
most cases, this is httpdocs

A Login and passwor®pecify the login name and password that your provider
gave you.

A Use passive FTBelect this option only if your computer is behind a firewall.

7 To ensure that you specified the correct login and password, and that
Dreamweaver can connect to the server, click the Testbutton.

8 To save the settings, click OK

To publish your site:
Open your site in Dreamweaver.

2 From the Sitemenu, select the Putoption (or press Ctrl+Shift+U
simultaneously).
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Previewing Your Site

Once you published your site to your web space, you may want to make sure that it
functions properly in the actual hosting environment. You can preview your site through
your favorite Web browser, even if the information on your domain name has not yet
propagated in the Domain Name System. Note that Adobe Flash and CGI scripts will
not work during preview. Also, site preview does not work for Web sites and Web
pages that include absolute paths to other files (like <a
href=dhttp://domain.tld/image.qifc>).

To preview your site, on your Home page, click Site Previevin the Hostinggroup.

Deploying Databases

If your web server incorporates data processing applications or is designed to generate
web pages dynamically, you will likely need a database for storing and retrieving data.
You can either create a new database for your site or import the data from your
previously backed up MySQL or PostgreSQL database.

In this section:

Creating or Importing a Database...............cviiiiiiiiiiiicce e 36
Creating a Database USer ACCOUNL ..........ccuuuuiiiiiieeeiiieiiee e ee e e e e e e enaees 37
Changing Password of a Database USEr.............uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiieieiiinnnnnnes 37
Removing a Database USEr ACCOUNT............covviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee e 37

RemMOVING @ Database..........cooiiiiiiiiiie e 38
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Creating oimporting a Database

To create a new database on your hosting account:
On your Home page, click Databases

Click Add New Database

Enter a name for the database.

w N =

We recommend that you choose a hame that starts with a Latin alphabet symbol
and comprises only alphanumeric and underscore symbols (up to 64 symbols).

4 Select the database type that you are going to use: MySQLor
PostgreSQL

5 Select the database server of the selected type from the list. Click OK

6 To set up dat abase admilickAsldNevaRaabases cr e c
User

7 Type a user name and a password that will be used for accessing the
contents of the database.

8 Click OK

To import an existing database:

On your Home page, click Databases
Click Add New Database

Enter a name for the database.

w N -

We recommend that you choose a nhame that starts with a Latin alphabet symbol
and comprises only alphanumeric and underscore symbols (up to 64 symbols).

4 Select the database type that you are going to use: MySQLor
PostgreSQL

5 Select the database server of the selected type from the list. Click OK

6 To set up database admi niAsdNemDRambases cr e c
User

7 Type a user name and a password that will be used for accessing the
contents of the database. Click OK

8 Click the DB WebAdmiiton in the Tools group.

An interface to phpMyAdmin (or phpPgAdmin) database management tool will open
in a separate browser window.

9 Click on the Query windowcon in the left frame.

10 Click the Import filestab.

11 Select the text file that contains the data and click Ga
12 Click the Insert data from a text fli@k.
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To manage your databases and their contents, use your favorite MySQL or
PostgreSQL client or the web based database management tool accessible from
Plesk control panel (Home> Databases Database naneDB WebAdmjn

Creating a Database User Account

If you collaborate with other people on managing your web site and wish to give them
access to the database, you should create separate user accounts for them.

To create a database user account:

Go to Datdases> database namand click Add New Database User

2 Type a user name and a password that will be used for accessing the
contents of the database. Click OK

Changing Password of a Database User

U To change password for a database user:
1 Go to Databases databasenamedat abase user 6s name
2 Type a new password and click OK

Removing a Database User Account

U Toremove a database user account:
Go to Databases database name

2 Select a check box corresponding to the user account that you wish to
remove.

3 Click % Remove Selectetlext, confirm removing and click OK
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Removing a Database

w

To remove a databaséhwits contents:

On your Home page, click Databasesn the Servicesgroup.

Select a check box corresponding to the database that you wish to
remove.

If the required check box appears grayed out, this means that this database is used
by a site application and you can remove it only by uninstalling the respective
application.

Click % Remove Selecte€onfirm removal and click OK
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Installing Applications

To enhance your web site with valuable features, such as guest books, forums, hit

counters, photo galleries, and e-commerce solutions, you can install the respective

applications from Plesk Application Vault (Home > Web Application$he number and

variety of available applications depend on vy

U To install an application on your site:

On your home page, click Web Applications

A list of applications installed on your site will be displayed.
2 Click Add New Applicatiaoicon in the Toolsgroup.

3 In the left menu, select a category to which the application you need
belongs.

4 Select the required application in the list, and then click @# Install

5 Some applications will display a license agreement. Read the license
agreement carefully, and if you agree with it, select the | agreecheck
box and click Next >>

6 Specify whether you wish to create a hyperlink to the application and
place it in the control panel.

7 Specify the installation preferences and other information that may be
required by the application (the requirements may vary among
applications). Click Install

8 If you have chosen to create a hyperlink button inside your Plesk
control panel, specify its properties:

A Type the text that will show on your button in the Button labebox.

A Choose the location for your button. To place it in the right frame of your Home
page, select the Domain Administration pagalue as the location. To place it in
the left frame (navigation pane) of your control panel, select the Navigation pane
value.

A Specify the priority of the button. Plesk will arrange your custom buttons on the
control panel in accordance with the priority you define: the lower the number 1
the higher is priority. Buttons are placed in the left-to-right order.

A To use an image for a button background, type the path to its location or click
Browseto browse for the desired file. It is recommended that you use a 16x16
pixels GIF or JPEG image for a button to be placed in the navigation pane, and
32x32 pixels GIF or JPEG image for buttons placed in the main frame.

A Type the hyperlink to be attached to the button into the URL box

A Using the check boxes, specify whether to include the data, such as domain id
and domain name to be transferred within the URL. These data can be used for
processing by external web applications.

A In the Contex help tip contentsput field, type in the help tip that will be displayed
when you hover the mouse pointer over the button.
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A Select the Open URL in the Control Partetck box if you wish the destination URL
to be opened in the control panel® right frame, otherwise leave this check box
unchecked to open the URL in a separate browser window.

A If you wish to make this button visible to the e-mail users whom you granted
access to control panel, select the Visible to all sutbginscheck box.

A Click OKto complete creation.

Now the application is installed and you can insert a link to this application into the web
pages of your site, for example, on your home page. Otherwise, you and your users will
have to access this application by typing its URL, which can be long enough to
remember.

To access the web interface of an application, do any of the following:

A Type the URL in your browser. For example: http://your-domain.com/forum/.

A Go to Home > Web Applicatiomsd click an icon E\ corresponding to the
application.

A If you chose to add a hyperlink button to your Plesk control panel during installation
of an application, then on your Home page, click the respective button in the
Custom buttons group or navigation pane.

To reconfigure an application, change t
install a license key for a commercial application, go to Home > Web Applicatiorsd

click an icon %, corresponding to the application.

To upgrade an application to a newer version (if it is available on the server), go to
Home > Web Applicatioréd click a corresponding shortcut in the U column.

To remove an application, go to Home > Web Applicatiomsd select a check box
corresponding to the application that you no longer need. Then click X Remove
SelectedThe application and its databases will be removed from the server.

In this section:

Installing Java Web AppliCatioNS ..........coiiii i 41
Installing Ruby Web ApPPIICAtIONS ........ccoooiiiiiii 41

he

app
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Installing Java Weipplications

You can install Java Web application packages in the Web archive format (WAR).
These Java applications are not distributed with Plesk, therefore you should obtain
them separately.

0 Toinstall a Java Web application:

From your Home page, go to Web Applications> Java Applicationsab
and click Switch On

This will start the Tomcat service, which provides an environment for Java code to
run in cooperation with a web server.

2 Click Install New Application

3 Specify the path to an application package you wish to install (this
can be an application package in WAR format saved on your
comput er 6 s har dBroiseto nmawigate tooitr thea tlickcOK

Now the application is installed and the respective entry is added to the list of installed
Java applications (Web Applications Java Applications

U To access the web interface of a Java Web application, do any of the following:

From your Home page, go to Web Applications Java Applicationtab, and click a
respective hyperlink in the Pathcolumn.

A Type the URL in your browser. For example: http://your-
domain.com:9080/storefront/.

To stop, start or restart a Java Web application:

From your Home page, go to Web Applications Java Applicationsab. A
list of installed applications will open.

Locate an application on the list, and use the icons in the right part of
the list to perform the required operations:

N

To start an application, click the icon ]
To stop an application, click the icon |

> > >

To restart an application, click the icon =i,

c:

To uninstall a Java Wapplication:
From your Home page, go to Web Applications Java Applicationsab.

Select a check box corresponding to the application that you no
longer need. Click % Remove Selectedonfirm the removal and click OK

N -

The application will be uninstalled and its databases removed from the server.

Installing Ruby Web Applications

You can install on your site custom Web applications developed in the Ruby
programming language.


http://your-domain.com:9080/storefront/
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To install on your site an application written in Ruby:
On your Home page, under Hosting click Setup
Select the CGland FastCGtheck boxes, and click OK

Connect to your FTP account, change to the /ht tp docs directory,
and create a subdirectory where the application files will reside. Let&
call this directory your_application , for illustration purposes.

Upload the application files to the ht tp docs/your_application
directory.

Create a file with name .htaccess in this directory, open it with a
text editor of your choice and add the following lines into the file:

RewriteEngine On RewriteRule *$ /public/index.html [L]
RewriteCond %{REQUEST_URI} "your_application/public

RewriteRule ~(.*)$ /pu blic/$1 [L] RewriteCond
%{REQUEST_FILENAME} !- f RewriteRule ~(.*)$
public/dispatch.fcgi/$1 [QSA,L]

Save the file.
Remove the file your_application/public/.htaccess

Open the file your_application/public/dispatch.fcgi with a
text editor and put the following lines there: #!/usr/bin/ruby

Save the file.

Now the web application will be accessible at the following URL.: http://your-
domain.com/your_application.

Securing Online Transactions on Your
Site Witl5SL Encryption

If you are running an e-commerce business, you need to secure transactions between
your customers and your site. To prevent the valuable data, such as credit card
numbers and other personally identifiable information from stealing, you should use the
Secure Sockets Layer protocol, which encrypts all data and transfers them securely
over the SSL connection. And even if someone intercepts the data for malicious intent,
they will not be able to decrypt and use them.

To implement the Secure Sockets Layer protocol on your web server, you should
purchase an SSL certificate from a reputable certificate vendor (these vendors are
called Certificate Authorities), and then install this certificate on your site. To enable
SSL protection, you must host your site on a dedicated IP address, which is not shared
among other web sites.

There are numerous certificate authorities to choose from. When considering one, pay
attention to reputation and credibility of the CA. Knowing how long they have been in
business and how many customers they have will help you make the right choice.
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Your Plesk control panel provides facilities for purchasing SSL certificates from
Comodo, GeoTrust, Inc and GoDaddy.

In this section:

Obtaining and Installing SSL Certificates from Comodo, GeoTrust, Inc. or GoDaddy

.......................................................................................................................... 44
Obtaining and Installing SSL Certificates from Other Certification Authorities.... 46
Creating and Installing Free Self-sighed SSL Certificate ............ccccceeeeiieeeeninnn, 47

Uninstalling a Certificate from YOUr Sit€ ..........covvvvviiiiiiiiiiiiiiiiieeeeeeeeeee 48
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Obtaining and Installing SSL Certificates from Comodo,
GeoTrust, Inc. or GoDaddy

U To purchase a8SL certificate through MyPleskCom online store and secure your
site:

1 Go to Certificatesand click Add New Certificate
2 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the domain name for which you wish to purchase an SSL certificate.
This should be a fully qualified domain name. Example: www.your-domain.com

A Enter the domain administrator®& e-mail address.

3 Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key. Click Buy Certificate

Your private key and certificate signing request will be generated 8 do not delete
them. MyPlesk.com login page will open in a new browser window.

4 Register or login to an existing MyPlesk.com account and you will be
taken step by step through the certificate purchase procedure.

5 Choose the type of certificate that you wish to purchase.
6 Click Proceed to Bugnd order the certificate.

7 In the Approver E-Mail drop-down box, please select the correct
Approver e-mail.

The approver e-mail is an e-mail address that can confirm that certificate for
specific domain name was requested by an authorized person.

Once your certificate request is processed, you will be sent a confirmation e-mail.
After you confirm, the SSL certificate will be sent to your e-mail.

8 When you receive your SSL certificate, save it on your local machine
or network.

9 Return to the SSL Certificates repository (Home> Certificates
10 Click Browseand navigate to the location of the saved certificate.
11 Select the saved certificate, and then click Send File

This will upload and install the certificate against the corresponding private key.
12 Return to your Home page and click Setupin the Hostinggroup.

13 Select the SSL certificate that you wish to install from the Certificate
drop-down box.
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If there is no Certificatedrop-down box on the screen, this means that you are on a
shared hosting account; therefore, you need to upgrade your hosting package and
purchase a dedicated IP address from your hosting provider.

14 Select the SSL supportheck box and click OK
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Obtaining and Installing SSL Certificates from Other
Certification Authorities

To secure your site with an SSL certificate from other certificate authorities:
Go to Certificatesand click Add New Certificate

2 Specify the certificate properties:
A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the domain name for which you wish to purchase an SSL certificate.
This should be a fully qualified domain name. Example: www.your-domain.com

A Enter the domain administrator®& e-mail address.

3 Make sure that all the provided information is correct and accurate, as
it will be used to generate your private key. Click Request

Your private key and certificate signing request will be generated and stored in the
repository.

4 In the list of certificates, click the name of the certificate you need. A
page showing the certificate properties opens.

5 Locate the CSR sectiomn the page, and copy the text that starts with
the line ----BEGIN CERTIFICATE REQUESNd ends with the line ----END
CERTIFICATE REQUESTO0 the clipboard.

6 Visit the Web site of the certification authority from which you want to
purchase an SSL certificate, and follow the links on their site to start a
certificate ordering procedure. When you are prompted to specify CSR
text, paste the data from the clipboard into the online form and click
Continue The certification authority will create an SSL certificate in
accordance with the information you supplied.

7 When you receive your SSL certificate, save it on your local machine
or network.

8 Return to the SSL Certificates repository (Home> Certificates

9 Click Browsein the middle of the page and navigate to the location of
the saved certificate.

10 Select it, and then click Send File
This will upload and install the certificate against the corresponding private key.
11 Return to your Home page and click Setupin the Hostinggroup.

12 Select the SSL certificate that you wish to install from the Certificate
drop-down box.
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If there is no Certificatedrop-down box on the screen, this means that you are on a
shared hosting account; therefore, you need to upgrade your hosting package and
purchase a dedicated IP address from your hosting provider.

13 Select the SSL supportheck box and click OK

Creating and Installing Free Sgjhed SSL Certificate

If you do not want to purchase SSL certificates, but still need to secure your site, you

can create a self-signed certificate and install it on your web server. This will provide
data encryption; however, your customer so
telling that your certificate is not issued by a recognized authority. Thus, using self-

signed certificates is not recommended as it will not instill confidence in customers, and

is likely to adversely affect your online sales.

To secure your site with a s&fined SSL certificate:
Go to Certificatesand click Add New Certificate
2 Specify the certificate properties:

A Certificate name. This will help you identify this certificate in the repository.

A Encryption level. Choose the encryption level of your SSL certificate. We
recommend that you choose a value more than 1024 bit.

A Specify your location and organization name. The values you enter should not
exceed the length of 64 symbols.

A Specify the domain name for which you wish to generate an SSL certificate.
This should be a fully qualified domain name. Example: www.your-domain.com.

A Enter the domain administrator& e-mail address.
3 Click SeltSigned
Your certificate will be generated and stored in the repository.
4 Return to your Home page and click Setupin the Hostinggroup.

5 Select the self-signed SSL certificate from the Certificatedrop-down
box.

If there is no Certificatedrop-down box on the screen, this means that you are on a
shared hosting account; therefore, you need to upgrade your hosting package and
purchase a dedicated IP address from your hosting provider.

Select the SSLsupportcheck box and click OK

(0]
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Uninstalling a Certificate from Your Site

To uninstall a certificate from your site and disable SSL protection:

Make sure that the certificate you want to remove is not used at the
moment.

1. On your Home page, click Setup

2. The Certificatedrop-down box indicates which SSL certificate is
currently used.

3. If the certificate that you want to remove is currently in use,
you should first release it by selecting another certificate in
the Certificatedrop-down box, and clicking OK

2 Remove the certificate from repository.

1. To permanently remove the certificate from repository, on your
Home page, click Certificatesn the Servicesgroup.

2. Select a check box corresponding to the certificate that you no
longer need and click % Remove Selecte€onfirm removal and
click OK

3 Disable SSL support if you no longer need it.
1. On your Home page, click Setup
2. Clear the SSL supportheck box and click OK
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Customizing DNS Zone Configuration for
Your Domain

Your control panel automatically creates DNS zone for your domain in accordance with
the configuration preset defined by your provider. The domain name should work fine
with the automatic configuration, however if you need to perform custom modifications
in the domain name zone, you can do that through your control panel.

To view the resource records in a DNS zone of your domain, click DNS Settigs in the
Servicegyroup. A screen will show all resource records for your domain.

Note: Here you can update the DNS zone with multiple changes in DNS records at
once, and then confirm the changes by clicking the Applybutton. Unconfirmed changes
will not be saved.

To learn about modifying resource records in the DNS zone of a domain alias, refer to
the Setting Up Additional Domain Names for a Site (Domain Aliases) (on page 64)
section.

In this section:

Adding RESOUICE RECOIUS.......coe oo 50
Modifying RESOUICE RECOITS .......ccvvviiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee e 51
Removing RESOUICE RECOIAS........uuiiiii et e e eaaees 52

Restoring the Original Zone Configuration................coovuiiieiii e e, 53
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Adding Resource Records

To add a new resource record to the zone:

1 Click the DNSicon in the Servicesgroup.
2 Click the Add New Recorndon in the Toolsgroup.
3 Select a resource record type, and specify the appropriate data:

A

A

For an A record you will need to enter the domain nhame for which you wish to
create an A record. If you are simply defining an A record for your domain, then
you should leave the available field empty. If you are defining an A record for a
name server then you will need to input the appropriate entry for the given name
server (ie. nsl). Then, you need to enter the appropriate IP address to which to
associate the domain name.

For a NS record, you will need to enter the domain name for which you wish to
create the NS record. If you are defining an NS record for your domain, then you
will leave the available field blank. Then enter the appropriate name server
name in the field provided. You will need to enter the complete name (i.e.
nsl.mynameserver.com).

For a MX record, you will need to enter the domain for which you are creating
the MX record. For your domain, you would simply leave the available field
blank. You will then need to enter your mail exchanger, this is the name of the
mail server. If you are running a remote mail server named
@gnail.myhostname.cométhen you would simply enter dnail.myhostname.como
into the field provided. You will then need to set the priority for the mail
exchanger. Select the priority using the drop-down box: 0 is the highest and 50
is the lowest. Keep in mind you would also need to add the appropriate A
record, and/or CNAME if applicable for the remote mail exchange server.

For a CNAME record, you will need to first enter the alias domain name for
which you wish to create the CNAME record. You then need to enter the domain
name within which you want the alias to reside. Any domain name can be
entered. It does not need to reside on the same server.

For a PTR record you will first enter the IP address/mask for which you wish to
define the pointer. Then enter the appropriate domain name for this IP to be
translated to.

For a TXT record, you will be able to enter an arbitrary text string, which could
be a description or an SPF record.

4 Click OKto submit the data.

Note: When you are finished with modifying DNS records of the DNS zone, confirm the
changes by clicking the Applybutton on the DNS zone screen (DNS. Unconfirmed
changes will not be saved.
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Modifying Resource Records

To modify the properties of a resource record:

1 Click the DNSicon in the Servicesgroup.

2 Click the hyperlink in the Hostcolumn corresponding to the resource
record you want to modify.

3 Modify the record as required and click OK.

To modify entries in the Start of Authority (SOA) record for a domain:
1 Click the DNSicon in the Servicesgroup.
2 Click SOA Preferences
3 Specify the desired values:

A TTL This is the amount of time that other DNS servers should store the record in
a cache. Plesk sets the default value of one day.

A RefreshThis is how often the secondary name servers check with the primary
name server to see if any changes have been made to the domain& zone file.
Plesk sets the default value of three hours.

A Retry This is the time a secondary server waits before retrying a failed zone
transfer. This time is typically less than the refresh interval. Plesk sets the
default value of one hour.

A Expire This is the time before a secondary server stops responding to queries,
after a lapsed refresh interval where the zone was not refreshed or updated.
Plesk sets the default value of one week.

A MinimumThis is the time a secondary server should cache a negative response.
Plesk sets the default value of three hours.

4 Click OK

Usage of serial number format recommended by IETF and RIPE is mandatory for
many domains registered in some high-level DNS zones, mostly European ones. If
your domain is registered in one of these zones and your registrar refuses your
SOA serial number, using serial number format recommended by IETF and RIPE
should resolve this issue.

Plesk servers use UNIX-timestamp syntax for configuring DNS zones. UNIX
timestamp is the number of seconds since January 1, 1970 (Unix Epoch). The 32-
bit timestamp will overflow by July 8, 2038.

RIPE recommends using YYYYMMDDNN format, where YYYY is year (four digits),
MM is month (two digits), DD is day of month (two digits) and NN is version per day
(two digits). The YYYYMMDDNN format wonda overflow until the year 4294.

U To change the Start of Authority (SOA) serial number format to YYYYMMDDNN for a
domain:

1 Click the DNSicon in the Servicesgroup.
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2 Click SOA Preferences
3 Select the Use serial number format recommended by IETF andiiE¥box.

Note: See the sample of SOA serial number generated with the selected format. If
the resulting number is less, than the current zone number, the modification may
cause temporary malfunction of DNS for this domain. Zone updates may be
invisible to Internet users for some time.

4 Click OK

Removing Resource Records

To remove a resource record from the zone:

Click DNS Settingsn the Servicesgroup.

Select a check box corresponding to the record you wish to remove.
Click % Remove 8ected Confirm removal and click OK

w N =

Note: When you are finished with modifying DNS records of the DNS zone, confirm the
changes by clicking the Applybutton on the DNS zone screen (DNS Settings
Unconfirmed changes will not be saved.
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Restoring the @inal Zone Configuration

To restore the original zone configuration in accordance with the configuration preset
defined by your provider:

1 Click the DNSicon in the Servicesgroup.

2 In the IP addressirop-down box, select the IP address to be used for
restoring the zone, specify whether a www alias is required for the
domain, and click the Defaultbutton. The zone configuration will be
recreated.

U To restore the default Start of Authority (SOA) serial number format (UNIX timestamp)
for a domain:

1 Click the DNSicon in the Servicesgroup.
2 Click SOA Preferences
3 Clear the Use serial number format recommended by IETF andhiei€Ebox.

Note: See the sample of SOA serial number generated with the selected format. If
the resulting number is less, than the current zone humber, the modification may
cause temporary malfunction of DNS for this domain. Zone updates may be
invisible to Internet users for some time.

4 Click OK
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Customizing Web Server Error Messages

When visitors coming to your site request pages that the web server cannot find, the
web server generates and displays a standard HTML page with an error message. The
standard error messages may inform of problems, but they do not usually say how to
resolve them or how to get the lost visitor on his way, and they also look dull.

You may want to create your own error pages and use them on your web server. With
Plesk you can customize the following error messages:

A

A

400 Bad File Requebisually means the syntax used in the URL is incorrect (for
example, uppercase letter should be lowercase letter; wrong punctuation marks).

401 Unauthorize8erver is looking for some encryption key from the client and is not
getting it. Also, wrong password may have been entered.

403 Forbidden/Access deni8dnilar to 401; a special permission is needed to access
the site - a password and/or username if it is a registration issue.

404 Not Foun&erver cannot find the requested file. File has either been moved or
deleted, or the wrong URL or document name was entered. This is the most
common error.

405 Method Not Allowéthe method specified in the Request-Line is not allowed for
the resource identified by the Request-URI.

406 Not Acceptabl€he resource identified by the request is only capable of
generating response entities which have content characteristics not acceptable
according to the accept headers sent in the request.

407 Proxy Authentication RequifBdis code is similar to 401 (Unauthorized), but
indicates that the client must first authenticate itself with the proxy.

412 Precondition Failetihe precondition given in one or more of the request-header
fields evaluated to false when it was tested on the server. This response code
allows the client to place preconditions on the current resource metainformation
(header field data) and thus prevent the requested method from being applied to a
resource other than the one intended.

414 RequediiRI Too Long@:-he server is refusing to service the request because the
Request-URI is longer than the server is willing to interpret. This rare condition is
only likely to occur when a client has improperly converted a POST request to a
GET request with long query information, when the client has descended into a URI
fblack holeoof redirection (e.g., a redirected URI prefix that points to a suffix of
itself), or when the server is under attack by a client attempting to exploit security
holes present in some servers using fixed-length buffers for reading or manipulating
the Request-URI.

415 Unsupported Media Typee server is refusing to service the request because
the entity of the request is in a format not supported by the requested resource for
the requested method.

500 Internal Server Err@ould not retrieve the HTML document because of server-
configuration problems.

501 Not Implesnted.The server does not support the functionality required to fulfill
the request. This is the appropriate response when the server does not recognize
the request method and is not capable of supporting it for any resource.
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A 502 Bad Gatewalhe server, while acting as a gateway or proxy, received an invalid
response from the upstream server it accessed in attempting to fulfill the request.

To

configure Plesko0s web server to show

1 Switch on support for custom error documents through Plesk. On your
Home page, click the domain name you need, and then click Setup
Select the Custom Error Documentfieck box. Click OK

2 Connect to your FTP account on the Plesk server, and go to the
error_docs  directory.

3 Edit or replace the respective files. Be sure to preserve the correct file
names:

> > > > > > P

> > > > >

A

400 Bad File Request - bad_request.html

401 Unauthorized - unauthorized.html

403 Forbidden/Access denied - forbidden.html

404 Not Found - not_found.html

405 Method Not Allowed - method_not_allowed.html
406 Not Acceptable - not_acceptable.html

407 Proxy Authentication Required -
proxy_authentication_required.html

412 Precondition Failed - precondition_failed.html

414 Request-URI Too Long - request - uri_too_long.html

415 Unsupported Media Type - unsupported_medi a_type.html
500 Internal Server Error - internal_server_error.html

501 Not Implemented - not_implemented.html

502 Bad Gateway - bad_gateway.html

4 Wait for a few hours till your Web server is restarted. After that, the
Web server will start using your error documents.

your
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Serving Your Site with External Domain
Name Servers

If you host a web site on this server and have a standalone DNS server acting as a
primary (master) name server for your site, you may want to set up your control panel&
DNS server to function as a secondary (slave) name server:

1 Go to DNS Settings
2 Click Switch DNS Service Madethe Toolsgroup.

3 Click Add Recordspecify the IP address of the primary (master) DNS
server, and click OK

To make the control p a fioedzéne: DNS server

Click DNS Settings

2 Click Switch DNS Service Madethe Toolsgroup. The original resource
records for the zone will be restored.

If you host a web site on this server and rely entirely on other machines to perform the
Domain Name Service for your site (there are two external name servers - a primary

a

and a secondary), switch off the control pane

external name servers:

1 Click DNS Settings

2 Click Switch Off the DNS Servioethe Toolsgroup. Turning the DNS
service off for the zone will refresh the screen, so that only a list of
name servers remains.

Note: The listed name server records have no effect on the system. They are only
presented on the screen as clickable links to give you a chance to validate the
configuration of the zone maintained on the external authoritative name servers.

To validate the configuration of a zone maintained on authoritative name servers:

Click DNS Settings

2 Add the entries pointing to the appropriate name servers that are
authoritative for the zone to the list of DNS records: click Add Record
specify a name server, and click OK Repeat this for each name server
you would like to test.

3 The records will appear in the list.

4 Click on the records that you have just created. Plesk will retrieve the
zone file from a remote name server and check the resource records
to make sure that domai nds resources

5 The results will be interpreted and displayed on the screen.

ar
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Restricting Access to Web Se&er
Resources WhtPassword Protection

If you have directories in your site that only authorized users should see, restrict
access to these directories with password protection.

In this section:

Protecting @ RESOUICE .........coviiiiiiiiiiiiiiieeeeeeee et 58
Adding and Removing Authorized USErS............cceiiiiiiiiiieeicc e 59
UNProtecting @ RESOUICE.........coivviiiiiiiiiiiiiieeeeeeeeee ettt 60
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Protecting a Resource

To password protect a directory in your site and to specify authoergd us

On your Home page, click the Directoriesicon in the Hostinggroup.

Click Add New Directary

Specify the path to the directory that you wish to password protect.

This can be any directory existing in your site, for example: /private . If the
directory that you would like to protect has not yet been created, specify the path
and the directory name i Plesk will create it for you.

4 Specify in what location (also called document root) your password
protected directory resides or will reside.

w N =

For example:

A To protect the httpdocs/private directory, type dprivatebin the Directory
namebox and select the NonSSLcheck box.

A To protect the httpsdocs/private directory, type dprivatedin the Directory
namebox and select the SSLcheck box.

A To protect your CGI scripts stored in the cgi - bin directory, leave the ddvalue
in the Directory nambox and select the cgi-bin check box. Make sure there are
no white spaces after the slash symbol; otherwise, a protected directory will be
created with the name consisting of white spaces.

5 In the Header Texhox, type a resource description or a welcoming
message that your users will see when they visit your protected area.

6 Click OK
The directory you specified will be protected.
7 To add authorized users, click Add New User

8 Specify the login name and password that will be used for accessing
the protected area.

The password should be from 5 to 14 symbols in length.
9 Click OK

10 To add more authorized users for this protected resource, repeat the
steps 7 and 8.
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Adding and Remmyg Authorized Users

A WODN P C

To add an authorized user of a protected directory:

On your Home page, click the Directoriesicon in the Hostinggroup.
Click on the name of the directory you need.

Click the Add New Useacon.

Specify the login name and password that will be used for accessing
the protected area.

The password should be from 5 to 14 symbols in length.
Click OK

To change password for an authorized user of a protected directory:
On your Home page, click the Directoriescon in the Hostinggroup.
Click on the name of the directory you need.

A list of authorized users will open.

Click on the userds name.

Specify the new password and re-type it for confirmation.

Click OK

To revoke a permission to access the protected directory from a user:

On your Home page, click the Directoriescon in the Hostinggroup.
Click on the name of the directory you need.

A list of authorized users will open.

Select a check box corresponding
Click % Remove Selected

Confirm the operation and click OK

t

o

t

h ¢



60 Setting Up And Maintaining Your Web Site

Unprotecting a Resource

To remove password protection and make the resource available to the public:
On your Home page, click the Directoriesicon in the Hosting group.
A list of password protected directories will open.

2 Select a check box corresponding to the name of the directory, from
which you want to remove protection.

3 Click % Remove Selected

The protection will be removed and the contents of the directory will be accessible
to the public without restrictions.

Organizing Your Site Structure With
Subdomains

Subdomains are additional domain names that enable you to:

A Organize logically the structure of your web site
A Host additional web sites or parts of your web site on the same server without the
need to pay for registration of additional domain names

An example of using subdomains:

You have a web site your-product.com dedicated to promoting your software product.

For publishing userdés guides, tutorials and
organize the subdomain duserdocséso that your users will be able to access online user
documentation directly by visiting the domain hame userdocs.your-product.com.

In this section:

Setting Up SUDAOMAINS.......cooiiiiii e e 61
Removing SUDAOMAINS .......oooiii e e e 61
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Setting Up Subdomains

To set up a subdomain:

On your Home page, click the Subdomainscon.
Click the Add New Subdomaiaon.

Type the subdomain name as desired.

This can be, for example, a topic of your site, organization department, or any other
combination of letters, numbers and hyphens (up to 63 characters in length). The
subdomain name must begin with an alphabet character. Subdomain names are
case insensitive.

4 If this subdomain will hold a part of your own Web site that you
manage on your own, leave the Use the FTP user account of the parent domain
option selected. If this subdomain will hold a separate web site that
will belong to or will be managed by another person, select the Creaé a
separate user account for this subdonmgtion, and specify the login name
and password that will be used for accessing the web space through
FTP and publishing web site content.

5 If this subdomain will require secure transactions, select the SSL
suppat checkbox.

w N =

Then, the SSL certificate installed under the parent domain will be used for
encrypting transactions. By default, when you publish the site, you need to upload
the web content that should be accessible via secure connections to the

httpsdocs  directory, and the content that should be accessible via plain HTTP, to
the httpdocs  directory. For your convenience, you can choose to publish all
content through a single location i httpdocs directory. To do this, select the
option Use a single directofgr housing SSL and n@&@8L content

6 Specify the programming languages in which your web site is
developed.
Otherwise, your web site may not function properly. For example, if your web site is

written mainly in ASP and uses some applications written in PHP, such as those
from the Application Vault, select the ASP supporand PHP supportheck boxes.

7 If you wish to limit the amount of disk space that can be occupied by
web content under this subdomain, type the desired value in
megabytes into the Hard dislquotabox.

When the specified limit is exceeded, you will not be able to add files to the web
space, and editing existing files may corrupt them.

8 To complete the setup, click OK

It may take up to 48 hours for the information on new subdomain to spread in the
Domain Name System and become available to the Internet users.

To publish web content to the subdomainédés web
in the Publishing Your Site (on page 28) section.

Removing Subdomains
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To remwee a subdomain with its web content:

On your Home page, click Subdomains

2 Select a check box corresponding to the subdomain name that you
wish to remove.

3 Click %X Remove Selecte€onfirm removal and click OK
The subdomain configuration and its web content will be removed from the server.
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Setting Up Anonymous FTP Access to the
Server

If you host your site on a dedicated IP address, you can set up a directory within the
site, where other users will be able to anonymously download or upload files through
FTP. Once anonymous FTP is enabled, the users will be able to log in to the
ftp://ftp.your-domain.com with the fanonymousologin name and any password.

To allow anonymous FTP access:
Click the Anonymous FTRon in the Hostinggroup.
To activate anonymous FTP service, click the Switch Oncon.

To set up a welcoming message to be displayed when users log in to
FTP site, select the Display login messagteck box and type the
message text in the input field as desired.

Note that not all FTP clients display welcoming messages.

w N =

4 To allow visitors to upload files to the /incoming directory, select the
Allow uploading to incoming directatyeck box.

5 To allow users to create subdirectories in the /incoming directory,
select the Allow creation of directories in the incoming direatbsck box.

6 To allow downloading files from the /incoming directory, select the
Allow downloading from the incoming directdrgckbox.

7 To limit the amount of disk space that can be occupied by uploaded
files, deselect the Unlimitedcheck box corresponding to the Limit disk
space in the incoming ditery option, and specify the amount in kilobytes.

This is the hard quota: the users will not be able to add more files to the directory
when the limit is reached.

8 To limit the number of simultaneous connections to the anonymous
FTP server, deselect the Unlimitedcheck box corresponding to the Limit
number of simultaneous connectia®ion and specify the number of
allowed connections.

9 To limit the bandwidth for anonymous FTP connections, deselect the
Unlimitedcheck box corresponding to the Limit downlad bandwidth for this
virtual FTP domaioption and enter the maximum bandwidth in kilobytes
per second.

10 Click OK

U To modify settings for anonymous FTP server or switch it off:
1 On your Home page, click the domain name you need.
2 Click the Anonymous FTRon in the Hostinggroup.
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3 Adjust the settings as required and click OKor click the Switch Oficon
in the Toolsgroup to switch off the anonymous FTP service.

Setting Up Additional Domain Names for a
Site (Domain Aliases)

If you have registered with a domain name registrar several domain names that you
would like to point to the same web site that you host on this server, you should set up
domain aliases, as described in this chapter.

In this section:

Setting Up @ DOMEAIN AlIBS.........uuueiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieeeieaeeeeeeneeeneeeaeeeeeeeneneeeee 65
Modifying Properties of @ Domain AlIaS..........ccoevvvviiiiiiiiiiiiiiiiiiiiieeeeeeeeeee 66
Removing a Domain AlIaS .........couuiiiii i 66
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Setting Up a Domain Alias

To set up a domain alias:
Go to Domain Masesand click Add Domain Alias
2 Type the desired domain alias name, for example alias.com.

Domain aliases can comprise letters, digits and hyphens. Each part of the domain
alias between dots should not be longer than 63 symbols.

3 Select the Synchroniz&®NS zone with the primary doneheck box if you
want the domain alias to use the same DNS zone resource records as
in primary domain. With this setting, any subsequent changes in
resource records of the primary domain& zone will be applied to the
DNS zone of this domain alias.

4 Select the Mailcheck box, if you want e-mail directed at the e-mail
addresses under the domain alias to be redirected to the e-mail
addresses under your original domain name.

Example: You have an e-mail address mail@yourdomain.com. You have set up an
alias for your domain name, for example, alias.com. If you want to receive mail to
your mailbox mail@yourdomain.com when it is sent to mail@alias.com, select the
Mailcheck box.

5 Select the Webcheck box. Otherwise, the web server will not serve the
web content to users coming to your site by typing the domain alias in
their browsers.

6 Select the Java Web applidgahs check box if you have Java applications
installed on your site and you want them to be accessible through the
domain alias.

7 Click OK
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Modifying Properties of a Domain Alias

To change the properties of an alias:
Go to Domain Aliaseand click the alias name you need.
Change the properties and click OK

To modify resource records in the DNS zone of a domain alias:
Go to Domain Aliaseand click the alias name you need.
Click DNS Settings

Add, edit or remove the resource records as required:

A To add a resource record to the zone, click Add New Recor&pecify the required
values and click OKto write the values to the zone.

w N =

A To modify a resource record, under the Hostcolumn, click a hyperlink
corresponding to the record you need.

A To remove a record, select a check box corresponding to the record you wish to
remove and click % Remove Selected

To learn more about DNS resource records modification and other DNS-related
options, refer to the Customizing DNS Zone Configuration for Your Domain (on page
49) and the Serving Your Site with External Domain Name Servers (on page 56)
sections.

Removing a Domain Alias

To remove an alias from a domain:
Click Domain Aliasesn your home page.

2 Select a check box corresponding to the domain alias that you want to
remove.

3 Click % Remove Selecte€onfirm removal and click OK
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Hosting Personal Web Pages on Your
Web Server

You can host on your Web server personal Web pages for individuals who do not need
their own domain names. This service is popular with educational institutions that host
non-commercial personal pages of their students and staff.

These pages usually have Web addresses like http://your-domain.com/~username.

U To accommodate a personal Web page on your server, allocate a separate Web space
and set up an FTP account for publishing:

1 On your Home page, click Web Users
2 Click Preferences

3 If you wish to allow execution of scripts embedded in personal web
pages, select the Allow the web users scripticheck box.

4 Click OK

The settings you have defined at the step 3 are common for all personal Web
pages you might host on your Web server. Therefore, you will not need to perform
steps 2 to 4 next time you set up a Web space for a personal Web page.

5 Click Add New Web User

6 Specify a user name and password that will be used for accessing the
Web space through FTP and publishing the Web page.
You can use only lowercase alphanumeric, hyphen and underscore symbols in user
name. The user name should begin with an alphabet character. It cannot contain
white spaces. The password cannot contain quotation marks, white space, user®
login name, and should be between 5 and 14 characters in length.

7 Specify the programming languages that should be supported for the
Web page.

For example, if the Web page is written in PHP, select the PHP supportheck box.

8 If you wish to limit the amount of disk space that can be occupied by
the Web page content, clear the Unlimitedcheckbox and type the
desired value in megabytes into the Hard disk quotaox.

When the specified limit is exceeded, the Web page owner will not be able to add
files to his or her Web space.

9 Click OK

Now you can tell your user the FTP account credentials, so that he or she
can publish their Web page.
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In this section:

Changing FTP Password for a Web Page OWNETr..............uuuviiiiiiiiieriiiiiiiiniinnnnns 68
Allocating More Disk Space to the Web Page OWNer..........cccceeveeeeivviiiiiieneeeennn, 68
Removing Web Page OWNer& ACCOUNT..........ccuvviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee e 68

Changing FTP Password for a Web Page Owner

To change FTP password for a web page owner:
Go to Web Users user name

2 Type the new password into the New passwordnd Confirm password
boxes.

3 Click OK

Allocating More Disk Space to the Web Page Owner

U To allocate more disk space to the web page owner:
Go to Web Users user name

2 Type the amount of disk space in megabytes into the Hard disk quota
box.

3 Click OK

Removing Web Page OvinArccount

U To remove a web page ownerds account tog
1 On your Home page, click Web Users

2 Select a check box to the right of the user name you wish to remove.

3 Click % Remove Selecte€onfirm removal and click OK
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Using Email Services

You can use a number of different e-mail services with a single e-mail account. For
example, you can have an e-mail address that will accept mail as any standard
mailbox, forward to a number of recipients, and send an automatic response to the
original message sender.

In this chapter:

Creating MalilDOXES. ....uuuii i e e e e e e e e aaaee 70
Setting Up Your E-mail Program for Retrieving Mail From Your Mailbox ........... 72
Accessing Your Mail From a Web BroWSET..........ccoooveeeiieeiieeeeeeeeeeeeeeeeeeeeeeeee 73
Protecting Mailboxes From Spam..........ccooooiiiiiiie i 74
Protecting Mailboxes From VIFUSES ..........oouuuiiiiiii et 79
Suspending and Unsuspending MailbDOXES.............uuuviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiennns 80
RemMoVvIiNg MailDOXES .......oiiiiiiieece e 81
Switching off the Mailbox Service When You Have Decided to Turn Your Account
INtO @ Mal FOPWAITET ... ..ot e e e e e e et e e e e e e e eenenes 81
Setting Up Mail Forwarding to a Single E-mail Address...........ccoevvvviiinieeenreennns 82
Setting Up Mail Forwarding to Multiple E-mail Addresses..........ccccoceeeeeeeeeeiinnnn, 84
Removing Mail FOrWarders. ...........ciiii i eaaees 86
Setting Up AUtOMALIC REPIY......uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieeiieibeebebeeeeeeeeeeeeeeeeeeeneenee 87
Switching off AUtOmMatic REPIY .....uveeiiii e 89
Setting Up Site-wide Preferences for Handling Mail to Nonexistent Users......... 89
Introducing Changes to a Number of Mail Accounts at Once............cccccceeeeenenn.. 20

Maintaining Mailing LISTS ........cooiviiiiiiiiiiiiiiiiiiieeeeee e 20
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Creating Mailboxes

If you wish to have an e-mail address associated with your site, like yourname@your-
domain.com, you should create a mailbox. To do this:

1 Go to Mailand click Add New Mail Account

2 Your domain name is shown to the right of @ sign, so you only need
to specify the desired name for the mailbox.

This can be, for example, your first name and last name separated by a dot, a
department name, or any other text in Latin symbols. The name should be short
enough to remember. It can comprise alphanumeric, dash, dot and underscore
symbols.

3 Specify a password that you will use for accessing your mailbox.
4 Make sure that a check mark is present in the Mailboxcheck box.

5 Click OK
Now your mailbox iscreatedon t he provider 6és server, and vy
favorite e-mail program so as to receive and send e-mail messages through your
new mailbox.

To create mailboxes for other users:
Go to Mailand click Add New Mail Account

2 Your domain name is shown to the right of @ sign, so you only need
to specify the desired name for the mailbox.

This can be, for exampl e, user o6s first name
department name, or any other text in Latin symbols. The name should be short

enough to remember. It can comprise alphanumeric, dash dot and underscore

symbols.

3 Specify a password that mailbox owner will use for accessing his or
her mailbox.

4 Make sure that a check mark is present in the Mailboxcheck box.

5 If required, limit the amount of disk space that this mailbox and it&
autoresponder attachment files can use. To do this, under Mailbox quota
select the Enter sizeoption and type the desired value in kilobytes.

6 To allow the mailbox owner to manage his or her mailbox through a
mailbox administration panel, select the Control panel accessheck box
and specify the | anguage for the wuser 0s

7 Click OK
8 To allow the mailbox owner configure and use spam filter and

antivirus, click Permissionsselect the respective check boxes and click
OK
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Now, the mailbox is created, and a separate e-mail administration panel has been set
up in Plesk. To enter it, the mailbox owner should visit the URL https://your-
domain.com:8443, type his or her e-mail address into the Loginbox, type the password
for the mailbox into the Passwordox, and then click Login
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Setting Up Your-mail Program for
Retrieving Mail From Your Mailbox
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To set up Microsoft Outlook Express:

Open Microsoft Outlook Express.

Go to Tools> Acoounts

Click the Mailtab to open a list of your mail accounts.
Click the Add >button and select the Ma i itemé

Enter your name as you want it to appear in any messages you send,
and click Next »

Type your e-mail address that you created through Plesk (for
example, your.name@your-domain.com), and click Next >

Select the protocol of your incoming mail server.

Specify the mail domain name as the incoming and outgoing mail
server (for example: mail.your-domain.com), and click Next >

Type your e-mail address in the Account namé&ox (for example:
your.name@your-domain.com).

10 Type your password. This should be the password that you specified

during creation of the mailbox through Plesk.

11 Leave the Remember passwolibx checked, if you do not wish to be

prompted to enter password each time your e-mail program connects
to the mail server to check for new mail, and click Next >

12 To complete setting up your e-mail program, click Finish

o ol A WODN PP
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To set up Mozilla Thunderbird:

Open Mozilla Thunderbird.

GotoToolss>Account Settingse

Click Add AccountThe Account Wizard will open.

Leave the Email accountption selected, and click Next >

Enter your name as you want it to appear in any messages you send.
Type your e-mail address that you created through Plesk.

For example, your.name@your-domain.com. Click Next >

Select the protocol of your incoming mail server.

Specify the mail domain name as the incoming and outgoing mail
server (for example: mail.your-domain.com), and click Next >

In the Incoming User Name box, specify your full e-mail address (for
example, your.name@your-domain.com), and click Next >
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10 Enter the name by which you would like to refer to this account (for
example, Work Account) and click Next >

11 Verify that the information you entered is correct, and click Finish
12 Click OKto close the Account Settings wizard.

Accessing Your Mail From a Web Browser

You can read your mail and compose new messages even if you are far from your
home or office computer. To do this, you first need to allow access to the Horde
Webmail interface that is integrated with your control panel. Then you can work with
your mail from any computer with Internet connection and Web browser installed, or a
WAP-enabled cellular phone or a handheld computer (PDA).

To allow access to the Webmail interface:
On your Home page, click the Mailicon.
Click Preferences

Select the WebMaitheck box.
Click OK
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Note: Activation and deactivation of Webmail for your domain involves modifications in
DNS zone, therefore, there is actually a certain delay present when activating and
deactivating Webmail due to the speed of DNS registration mechanisms.

U To access your mailbox through Webmail:

1 Open a Web browser (or a WAP browser, if you are working from a
handheld device), and type the URL: http://webmail.your-domain.com,
where your-domain.com is the name of your domain. Press ENTER.
The webmail login screen will open.

2 Type the user name and password that you specified during creation
of your mailbox and click Log in
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Protecting Mailboxes From Spam

To protect your mailbox from undesirable correspondence, do not publish your e-mail
address on Internet forums and switch on the server-side spam filter provided by the
SpamAssassin software. Also ask your provider to switch on protection from spam and
phishing based on DomainKeys.

DomainKeys is based on sender authentication. When an e-mail claims to originate

from a certain domain, DomainKeys provides a mechanism by which the recipient

system can credibly determine that the e-mail did in fact originate from a person or

system authorized to send e-mail for that domain. If the sender verification fails, the
recipient system discards such e-mail messages. Verification of incoming mail can be
switched on only by your provider; however, you can switch on signing of e-mail
messages that are sent from your domain: Home > Mail > Preferences > Use DomainKeys
spam protection system to sign outgoingasl messagesption.

When you need to publish your e-mail address, you may want to create a disposable e-
mail address - e-mail alias - for your primary e-mail address, and publish it instead. All
messages sent to the e-mail alias will come into your mailbox. Once you start getting
spam, remove that alias and create another one. If you have a mailbox at another
domain or mail server, you may want to set up a disposable e-mail forwarder.

In this section:

Setting Up Additional Disposable E-mail Addresses for Your Mailbox (E-mail
ALIBSES) ..o 74
Setting U SPam FIlLEr ......cooiiiiee e e e eaaees 75

Setting Up Additional Disposablia&il Addresses for
Your Mailbox (Ball Aliases)

To set up an-mail alias for a mailbox:
Go to Mail> e-mail addressnd click Add New Mail Alias
2 Type a desired name and click OK

The messages addressed to your additional e-mail address (e-mail alias) will get
to your mailbox. You can see the list of currently used mail aliases by clicking “®
Show Aliase# the list of mail accounts under the domain.

To remove anmail alias from a mailbox:
Go to Mail> e-mail address

2 Select the check box corresponding to the alias that you wish to
remove, and click % Remove Selecte€onfirm the removal and click OK
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Setting Up Spam Filter

If you receive undesirable correspondence to an e-mail address that you cannot or do
not want to remove, consider setting up spam filter for your mailbox. To do this,

A

A

Enable SpamAssassin spam filter on your hosting account, if supported by your
provider, and

Install spam filtering software of your choice to work with e-mail program on your
home or office computer.

In this section:

Switching On Spam Filter ... e e 76
Improving Accuracy of Spam Detection ............ciiiiiiiiei e, 78
Clearing Spam Filter® Database............cceevviiiiiiiiiiiiiiiiiiiiiiiiiieieeeee e 78

Switching Off Spam Filter ... e 79
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Switching On Spam Filter

To switch on spam filtering for a mailbox:

1

2
3
4

5

On your Home page, click the Mailicon in the Servicesgroup.
Click the e-mail address you need.

Click the Spam Filtercon in the Toolsgroup.

Configure the following settings as desired:

A The score required before a mail is considered. §gassetting adjusts spam filter
sensitivity. SpamAssassin performs a number of different tests on contents and
subject line of each message. As a result, each message scores a number of
points. The higher the number, the more likely a message is spam. For
example, a message containingthet e xt string ABUY VI AGRA AT
PRI CE!/'!'!'d in Subject |ine and message body
filter sensitivity is set so that all messages that score 7 or more points are
classified as spam.

If you receive lots of spam messages with the current setting, to make filter
more sensitive, try setting a lesser value in the The score required before a mail is
considered sparhbox; for example, 6.

If you are missing your e-mails because your spam filter thinks they are junk, try
reducing filter sensitivity by setting a higher value in the The score required before a
mail is considered spabox.

Note: To further improve spam filter accuracy, you may want to train your spam
filter on e-mail messages you receive (see the instructions on improving
accuracy of spam detection in the following section).

A What to do with spam mdilyou are sure that your spam filter is accurate, you
may want to set the filter to automatically delete all incoming messages
recognized as spam. To do this, select the Deleteoption. If you wish to filter mail
with the software on your local computer, select the Mark as spam and store in
mailboxoption, and then specify how spam filter should mark the messages
recogni zed -gpam-Blpagn. YEKSpameéSthtiud: Weso head
are added to the message source by default, and if you want, the spam filter will
also include a specific text string to the beginning of Subject line. To include a
desired combination of symbols or words to the message subject, type it into the
Add thefollowing text to the beginning of subject of each message recognized as spam
box. If you do not want the spam filter to modify message subject, leave this box
blank. If you want to include into the subject line the number of points that
messages score, type SCORE in this box.

If you do not want to receive e-mail from specific domains or
individual senders, click the Black Listtab, and then add the respective
entries to the spam filterds black 1 i st
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A To add entries to the black list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Lisbption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@spammers.net, user?@spammers.net, *@spammers.net. Specifying
*@spammers.net will block the entire mail domain spammers.net. To save the
entries you added, click OK then confirm adding, and click OKagain.

A To remove entries from the black list, under the Black Listab, select the entries
and click Remove Selecte@onfirm removal and click OK

6 If you want to be sure that you will not miss e-mail from specific
senders, click the White Listab, and then add e-mail addresses or
entire domains to the spam filterds whi

A To add entries to the white list, click Add Addressedf you have a list of entries
stored in a file, click Browseto specify it, and then click OK Otherwise, select the
From Lisbption, and type the e-mail addresses into the E-mail addressebox.
Place each address in one row, or separate addresses with a coma, a colon, or
a white space. You can use an asterisk (*) as a substitute for a number of
letters, and question mark (?) as a substitute for a single letter. For example:
address@mycompany.com, user?@mycompany.com, *@mycompany.com.
Specifying *@mycompany.com will add to the white list all e-mail addresses that
are under the mycompany.com mail domain. To save the entries you added,
click OK then confirm adding, and click OKagain.

A To remove entries from the white list, under the White Listab, select the entries
and click Remove Selecte@onfirm removal and click OK

7 Once finished with setting up the spam filter, click the Switch On Spam
Filtering icon, and then click OK
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Improvimg Accuracy of Spam Detection

You can improve accuracy of spam detection by training the spam filter on the e-mail
messages that you have in your mailbox.

To improve accuracy of spam detection:

1 On your Home page, click the Mailicon in the Servicesgroup.
2 Click the e-mail address you need.

3 Click the Spam Filtercon in the Toolsgroup.

4 Click the Trainingtab.

All e-mail messages you have in your mailbox are presented on the screen. Each
message is accompanied by an icon in the left column, which tells if a message is

recognized as spam - @ non-spam - '-J or not recognized at all - "/, If you have
already trained your spam filter on a message and the results were recorded in the

spam filterods % & # shownadnghe rightaolumin. ¢ o n
5 Train the spam filter.

In most cases, you can tell if a message is spam by looking at its subject line and
sender 6s name. I f they do not givegeyou any c
using your e-mail program or Webmail interface.

A To mark a message as spam, select the corresponding check box and click 6 1 t & s
Spa.m! &

A To mark a message as not spam, select the corresponding check box and click
0l tds .Not Spambd

A To remove any information on a given message from the spam filter database,
select the corresponding check box and click 6 For.get 1t 0

6 Once finished with training, you can remove spam e-mails from your
mailbox using your e-mail program or Horde IMP Webmail interface.

Clearing Sparhilteid Database

If you have accidentally made your spam filter learn a great number of spam e-mails as
non-spam or vice versa, your spam filter will likely produce incorrect results. In this
case, clear the spam filter& database and then repeat training.

o clear spam filteroés database:

On your Home page, click the Mailicon in the Servicesgroup.
Click the e-mail address you need.

Click the Spam Filtercon in the Toolsgroup.

Click the Trainingtab.

Click the Clearbutton.

a b~ 0N P+ H
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Switching Off Spam Filter

To switch off spam filtering for a mailbox:

1 On your Home page, click the Mailicon in the Servicesgroup.
2 Click the e-mail address you need.

3 Click the Spam Filtercon in the Toolsgroup.

4 Click the Switch Off Spam Filteringon and then click OK

Protet¢ing Mailboxes From Viruses

To defend your system from viruses, do not open suspicious e-mail attachments,
enable anti-virus protection on the server side, if this service is provided by your
hosting company, and be sure to have a firewall and anti-virus software installed on
your personal computer. Also keep your operating system up-to-date and timely install
security hotfixes and patches.

In this section:

Switching On ANti-ViruS PrOtECHION .........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeieeneeeeeeeennneaee 79
Switching Off Anti-Virus Protection .............cveeeiiiiiiiiiiiciee e 80

Switching On Artarus Protection

To switch on antiirus protection for a mailbox:
On your Home page, click the Mailicon.
Click the e-mail address you need.

Click the Antivirusicon in the Toolsgroup.

Choose the desired mail scanning mode. You can switch on scanning
for incoming mail, outgoing mail, or both.

A WODN PP C

Note: If Kaspersky Antivirus is used on the server, then you can use the Scanning
settingsicon to adjust scanning settings. To view the information about scanning
settings, click the Helpshortcut in the navigation pane.

5 Click OK
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Switching Off Antiirus Protection

To switch off antiirus protection for a mailbox:

On your Home page, click the Mailicon.

Click the e-mail address you need.

Click the Antivirusicon in the Toolsgroup.

Select the Do not scan for virusesption and click OK

A WON P C

Suspending and Unsuspending Mailboxes

To temporarily suspenehaail services for a mailbox:
Go to Mail> e-mail address> Mailbox

Clear the Mailboxcheck box.

Click OK

w N -

To resume-gail services for a suspended mailbox:
Go to Mail> e-mail address> Mailbox

Select the Mailboxcheck box.

Click OK

w N

To temporarily suspenehaail services for all mailboxes in your domain:
On your Home page, click Mail
2 Click Switch Ofin the Toolsgroup.

To resume-ail services for all mailboxes in your domain:
On your Home page, click Mail
2 Click Switch Orin the Toolsgroup.



